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ABSTRACT

Towards Trustworthiness Assurance of Deep Learning

Systems with Certification Techniques

Xiyue Zhang (Applied Mathematics)
Directed by Prof. Meng Sun

ABSTRACT

In recent years, with the rapid development of computing resources and artificial intelli-
gence related technologies, deep learning (DL) systems have been widely used in a range of
applications. Such intelligent systems that incorporate neural networks as the decision-making
components have achieved superior performance in prediction accuracy and efficiency when
dealing with complex tasks such as computer vision and machine translation. Meanwhile,
the deployment of DL systems in safety-critical applications, such as autonomous driving and
medical diagnosis, has raised public concerns about the correctness and robustness of these
systems. In fact, like traditional hardware and software systems, DL systems suffer from severe
safety and trustworthiness issues, including the lack of decision robustness and interpretability
of the decision-making process. These issues have hindered more widespread applications of
DL systems, especially in safety- and security-critical scenarios.

Certification techniques have demonstrated their usefulness and effectiveness in assuring
the safety and reliability of traditional software and hardware systems. However, compared
with traditional systems, DL systems have unique internal structure and decision logic. Existing
techniques for the trustworthiness assurance of DL systems tend to build on the certification
practices for traditional systems and fall short in supporting the decision logic of DL systems.
Moreover, existing certification techniques for DL systems are faced with the challenge of
scalability, which makes it hard to meet the practical needs for complicated tasks. Therefore,
this thesis concentrates on the robustness defects of DL systems sourcing from evasion and
backdoor attacks and aims to develop certification techniques dedicated to DL systems based on
their unique characteristics. The concrete research contents include abstract model extraction,
unifying logical specification for neural networks, uncertainty-guided test case generation, and
differential analysis of distributed clients in federated learning.

The first part of the thesis proposes the abstract model extraction algorithm for stateful
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DL systems. Existing safety analysis and verification techniques for DL systems are limited to
dealing with neural networks of small size and specific types. The complex computation and
internal design make it challenging to directly analyze the neural networks. This calls for the
need of abstraction techniques with high precision and strong scalability, which could serve as
the basis for further analysis and verification of large-scale DL systems. The proposed weighted
automata extraction algorithm constructs the state transition model of the target system through
abstraction. Further, the extracted weighted automata are used to perform safety analysis of the
target system against adversarial attacks. In addition, the extracted weighted automaton can
serve as the global interpretation of the target system, which improves the interpretability of
the decision process of DL systems. In the extraction algorithm, prediction confidence is used
as guidance to build abstract states and feature vectors with semantics similarity are used to
extract the transition rules, which greatly enhances the advantage of our approach in extraction

precision over the state-of-the-arts.

The second part of the thesis proposes a unifying logical framework for the specification
of neural networks. The design and development of a specification framework are critical for
safe and secure deployment of intelligent systems in real practice, which are also important
prerequisites for the safety analysis of systems. A formal and rigorous logical specification
framework can not only characterize behaviors and properties of neural networks, but also
serve as the foundation to proof certification and model checking for safety guarantee of
neural network behaviors. The unifying logical framework proposed in this thesis builds on
the patterns and pattern matching semantics of matching logic and leverages its key insight
of axiomatically defining a new specification (also called a theory) based on a simple and
minimal core. Generally, we define formal semantics of a variety of neural networks and
common properties of neural networks based on matching logic. This specification framework
defines generic logical constructs to characterize linear operations, dynamic propagation, and
temporal behaviors of neural networks, which not only subsumes ReTL (ReLU Temporal
Logic), but also offers good extensibility to neural network variants with different activation
functions, as well as realistic neural network architectures, convolutional neural networks and
recurrent neural networks. In addition, it has the flexibility of incorporating new activation

function designs and operations that will arise in the rapidly developing field of deep learning.

The third part of the thesis introduces uncertainty-guided automated test case generation.
Abstraction-based safety analysis and verification improve the scalability of trustworthiness

assurance techniques to a certain extent. However, rigorous property analysis and verification

v
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often require intensive computation and fail to deal with large-scale DL systems efficiently in
real practice. In contrast, the testing technique identifies and reveals erroneous behaviors of
systems through a set of test cases. Although it cannot provide rigorous property guarantees,
the testing technique has strong scalability, low computational intensity, and is able to handle
complex DL systems efficiently, which lends itself a good complement to the model-based
analysis and verification for the trustworthiness assurance of DL systems. Starting from the
investigation of the relation between the intrinsic uncertainty nature of deep learning decisions
and the robustness defects from adversarial attacks, this thesis proposes the coverage criteria
in terms of uncertainty based on the uncertainty metrics from both deterministic and Bayesian
executions. Furthermore, we design objective functions and present the automated test case
generation approach guided by uncertainty metrics. The generated test cases have more
diverse uncertainty patterns, which fill in the gap that is not covered by existing testing and

attack techniques.

The fourth part of the thesis proposes the backdoor detection and robustness assurance
techniques against backdoor attacks for DL systems. The aforementioned trustworthiness
assurance techniques against evasion attacks cannot assure the safety and trustworthiness of
DL systems during the development process. Therefore, runtime analysis techniques are an
indispensable part of the DL trustworthiness assurance solutions. Federated learning (FL),
as a powerful distributed learning paradigm, trains a global model through aggregation on
the updates of a set of clients. In the development process, an adversary can control one or
more distributed clients and inject a backdoor to the local training data of the clients, thereby
affecting the robustness of the global model after update aggregation. In this thesis, we propose
a novel differential analysis framework on distributed clients, which can be integrated into the
FL procedure as a runtime analysis component. We exploit sampling-based representation
differential analysis to capture the model deviation of local clients caused by backdoor attacks.
The proposed iterative algorithm for outlierness quantification can accurately detect the dif-
ference between malicious and honest clients, and eliminate the identified misbehaved clients
from aggregation for each learning round, which improves the robustness of global models

against backdoor attacks.

This thesis makes contributions to the safety, security and robustness analysis of DL
systems against evasion and backdoor attacks, which incorporates abstraction-based safety
analysis, formal specification, efficient testing and runtime analysis techniques. They constitute

a comprehensive framework for the trustworthiness assurance of DL systems with deliberate
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consideration of DL behavior semantics and strong scalability. This thesis provides effective
solutions to the safety, security and trustworthiness problems faced by DL systems and is

of great significance in promoting the development of emerging research on trustworthy DL

systems.

KEYWORDS: Deep Learning Systems, Automata Extraction, Logical Specification, Test

Case Generation, Runtime Analysis
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