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摘要

摘要

随着计算资源的丰富和算法的创新，深度神经网络在过去十年中取得了显著的进

展和突破。在计算机视觉、自然语言处理、语音识别、推荐系统等领域，深度神经网络

有着卓越的表现，其准确性和效率可以媲美甚至超越人类。由于其优异的表现，深度

神经网络也被应用到自动驾驶、无人机控制、医疗诊断等许多安全攸关系统中做关键

决策。与此同时，以对抗样本为代表的一系列隐藏风险被发现，这揭示了深度神经网

络在安全性、鲁棒性上的隐患，引起了公众对于深度神经网络是否可信的担忧。如何

保障深度神经网络的可信性已经备受关注，成为了其在安全攸关领域应用的关键挑战。

形式化验证技术在传统软件系统的可信性保障方面得到了广泛的认可和使用。其

通过精确的定义和严格的证明来验证软件是否符合预定规范，能够发现常规测试无法

发现的错误。由于深度神经网络和传统软件在结构和行为上有着显著的差别，使用验

证技术对深度神经网络的可信性进行保障面对许多挑战：深度神经网络是数据驱动的

生成模式，缺乏明确的决策逻辑，难以确定单个或一组神经元的语义；深度神经网络

的算子种类繁多，验证方法难以通用，需要对每个算子专门进行设计；深度神经网络

规模庞大，对验证方法的效率和可扩展性提出了很高的要求。这些特点使得传统软件

系统的形式化验证技术无法直接应用于深度神经网络。本文基于深度神经网络自身的

特点，考虑其所面临的可信性问题，对深度神经网络的形式化验证方法进行研究。对

含有不同算子的深度神经网络，本文提出了相应的形式化验证方法；对主流的分枝定

界验证框架，本文设计了高效分枝策略以提升验证的效率。

本文的第一部分对使用 ReLU激活函数的深度神经网络提出了一种基于多神经元
松弛的验证框架，它可以用于验证输入扰动在一般范数空间的性质。现有的松弛方法

在单个神经元上进行，验证精度的提升遇到了瓶颈。此外，现有的验证方法在深度神经

网络的输入层会引入可行区域外的输入，这会导致显著的误差。本文中的验证框架提

出了多神经元松弛方法，对同层的神经元划分为不同组，在组内使用多面体抽象获得

多个神经元之间的线性关系，并且设计了松弛选择方法，从而选择更严格的凸松弛以

提高验证精度。为了排除可行区域外的输入，本文中还提出了一种区域裁剪方法，通

过准确地求解一个约束优化问题进一步提高验证精度。

本文的第二部分提出了适用于含 sigmoid-like 激活函数神经网络的分枝定界验证
框架。由于 sigmoid-like 激活函数的非线性特性，此类神经网络的验证依赖于线性近
似方法，这不可避免地会引入误差。分枝定界技术可以不断精化线性近似的结果，达

到更高的验证精度。在此框架中设计了针对 sigmoid-like 激活函数的神经元分裂方法
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和分枝策略。神经元分裂方法基于父问题的线性松弛和激活函数的凹凸性，将非线性

激活函数分割为多个片段，为每个片段计算线性上界和线性下界，保证了分枝定界验

证过程的单调性。本文中还提出了适配该验证框架的分枝策略。该策略可以有效减少

分枝定界搜索树的大小，提高验证效率。实验表明，该框架的验证结果比现有适用于

sigmoid-like神经网络验证方法的结果更加精确。
本文的第三部分提出了一种适用于多种神经网络的分枝策略。分枝策略是分枝定

界验证框架中的一项关键组成部分，它决定了问题的可行区域如何分割。好的分枝策

略可以减少验证过程中需要探索的分枝数量，从而提高验证效率。本文中的分枝策略

根据分裂神经元所产生子问题相对父问题的提升对每个神经元打分。分裂分数高的神

经元所产生的子问题更加可能被验证，此神经元为更好的分枝决策。为了保证分枝策

略的效率，本文将定界验证算法所求得的父问题最小值拓展到神经网络的各层，并以

此来估计子问题相对父问题的提升。本文中的分枝策略还包括界外补偿和分数截断技

术，这些技术对每个神经元的分数进行了修正。此外，我们证明了某些分枝选择产生

的一些子问题可以利用父问题的最优解直接得到最小值，这减少了对验证算法的调用

次数。实验结果表明，该分枝策略可以有效减少验证过程中产生的分枝数量和验证时

间，提升验证效率。

本文的研究内容为面向深度神经网络可信性的形式化验证技术，给出了一套基于

线性松弛和分枝定界技术的深度神经网络可信性保障框架，并对具备不同算子的深度

神经网络进行了专门优化以提升验证的精度与效率。该框架为深度神经网络的可信性

问题提供了严谨且高效的解决方案，对深度神经网络在安全攸关领域的应用及可信深

度神经网络的发展有重要意义。

关键词：深度神经网络，形式化验证，可信保障，分枝定界法，分枝策略
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ABSTRACT

Verification Based Trustworthiness Assurance for Deep Neural
Networks

Xiaoyong Xue (Applied Mathematics)
Directed by Prof. Meng Sun

ABSTRACT

With the abundance of computing resources and the innovation of neural network al-
gorithms, deep neural networks have made significant progress and breakthroughs in the
past decade. In many fields, such as computer vision, natural language processing, speech
recognition, recommendation systems, deep neural networks have demonstrated outstanding
performance, with accuracy and efficiency that can match or even outperform human beings.
Due to their excellent performance, deep neural networks have also been applied in many
safety-critical systems to make crucial decisions, such as autonomous driving, unmanned
aerial vehicle control, medical diagnosis, etc. Meanwhile, a series of risks represented by
adversarial examples have been discovered. This reveals the potential risks in the security
and robustness of deep neural networks, raising public concerns about their trustworthiness.
The trustworthiness issues of deep neural networks have become a significant barrier to their
application in safety-critical fields.

Formal verification techniques have been widely recognized and used to ensure the trust-
worthiness of traditional software systems. These techniques verify whether software conforms
to predefined specifications through precise definitions and rigorous proofs, and reveal errors
that conventional testing techniques fail to detect. However, due to the significant differences
in structure and behavior between deep neural networks and traditional software, there exists
many challenges in using verification techniques to ensure the trustworthiness of deep neural
networks. Deep neural networks are data-driven models generated by training algorithms. Due
to the lack of explicit decision logic, it is difficult to determine the semantics of individual or
groups of neurons. There exists different types of operators in deep neural networks, making
it hard for verification methods to be universal, and thus requiring specialized designs for each
operator. The massive scale of deep neural networks requires highly efficient and scalable veri-
fication methods. These characteristics make that formal verification techniques for traditional
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software systems unable to be directly applied to deep neural networks. Therefore, based on
the characteristics of deep neural networks and the robustness and trustworthiness issues, this
thesis studies formal verification methods for deep neural networks. This thesis proposes ded-
icated formal verification methods for deep neural networks with different operators. For the
mainstream branch and bound verification framework, this thesis designs efficient branching
strategies to improve the verification efficiency.

The first part of this thesis proposes a verification framework for deep neural networks with
ReLU activation functions, which is based on multi-neuron relaxation and can be used to verify
properties with input perturbations in general norm spaces. The current relaxation methods for
individual neuron have reached a bottleneck in improving verification accuracy. Furthermore,
existing verification methods involve inputs that lie outside the feasible region at the input
layer, resulting in notable errors. The verification framework in this part presents a multi-
neuron relaxation method that divides neurons within the same layer into several groups and
uses polyhedral abstraction to establish linear relationships between multiple neurons within
a group. In the presence of multiple candidate relaxations, we propose a relaxation selection
method to select tighter convex relaxations. In order to exclude inputs outside the feasible
region, we also propose a region clipping method, which solves a constrained optimization
problem to improve the verification ability.

The second part of this thesis presents a branch-and-bound verification framework, which
is suitable for neural networks with sigmoid-like activation functions. Due to the nonlinear na-
ture of sigmoid-like activation functions, verification of such neural networks mostly relies on
linear approximation methods, which inevitably introduce errors and lead to imprecise results.
The branch-and-bound technique iteratively refines the results of linear approximations and
is able to achieve higher precision. This framework contains a neuron splitting method and
a branching strategy. The neuron splitting method divides the nonlinear activation function
into several segments based on the linear relaxation of the parent problem and the concavity
of the activation function, and computes a linear upper bound and a linear lower bound for
each segment, which ensures the monotonicity of the branch and bound verification process.
Additionally, we propose a dedicated branching strategy for this verification framework. This
strategy can effectively reduce the size of the branch-and-bound search tree, thereby improving
verification efficiency. Experiments show that the verification results obtained with our verifi-
cation framework are more precise compared to those from existing state-of-the-art verification
methods for sigmoid-like neural networks.
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The third part of this thesis proposes a branching strategy that can be applied to various
neural networks. Branching strategy is a critical component in the branch and bound veri-
fication framework, determining how the feasible region of the problem is divided. A good
branching strategy can reduce the number of branches that need to be explored during the
verification process, thereby improving verification efficiency. The branching strategy assign
a score to each neuron based on the improvement of the sub-problems relative to the parent
problem. Neurons with higher scores are more likely to produce sub-problems that can be
directly verified, making them better candidates for branching decisions. To ensure the ef-
ficiency of the branching strategy, we extend the optimal solution obtained by the bounding
verification algorithm for the parent problem to all layers in the neural network, which is used
to estimate the improvement of the sub-problems relative to the parent problem. Additionally,
the branching strategy includes out-of-bound compensation and score truncation techniques,
which adjust the score for each neuron. We also prove that some sub-problems generated
by certain branch choices can be directly solved, thereby reducing the number of calls to
the bounding algorithm. Experimental results show that this branching strategy effectively
improve verification efficiency by reducing the verification time and the number of branches
produced during the verification process.

This thesis makes contributions to formal verification techniques for trustworthiness
assurance of deep neural networks, presenting a deep neural network verification framework
based on linear relaxation and branch and bound techniques. It is specially optimized for
deep neural networks with different operators to improve the precision and efficiency of
verification. This framework provides rigorous and efficient solutions to the safety, security
and trustworthiness problems of deep neural networks, and is important to the application of
deep neural networks in safety-critical areas and the development of trustworthy deep neural
networks.

KEY WORDS: Deep Neural Network, Formal Verification, Trustworthiness Assurance, Branch
and Bound, Branching Strategy
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