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摘要

摘要

随着人工智能的快速发展和普及，机器学习技术已被广泛应用于模式识别、语音

识别、机器翻译等多个领域，取得了显著的进展和突破，其表现甚至可以超越人类，为

人类生活带来了巨大的便利。特别值得注意的是，机器学习技术在自动驾驶、人脸识

别、医疗诊断等安全攸关领域扮演着越来越重要的角色。然而，随着以对抗样本为代表

的隐藏风险被揭示以及一系列令人痛心的事故在安全攸关领域频繁发生，人们开始质

疑机器学习技术是否具有足够的鲁棒性和安全性来保障其在安全攸关领域的应用。机

器学习系统决策过程的不可解释性使得这一问题一直未能得到很好解决。因此，本文

利用变异测试、模糊测试等技术，对机器学习系统的安全性加强方法进行研究，以期

为机器学习技术提供更加坚实的安全保障。

变异测试是一种评估测试数据质量和识别系统缺陷的成熟技术；模糊测试则是通

过构造和执行测试用例来识别系统潜在漏洞的测试技术。这些技术基于传统软件的体

系结构和决策逻辑，在传统软件质量保障方面已经取得了巨大的成功。然而，由于机

器学习系统与传统软件系统在行为和决策逻辑方面存在本质区别，因此传统软件领域

的安全保障技术并不能直接适用于机器学习系统。

本文涵盖三类重要的机器学习范式：监督学习、无监督学习和强化学习。针对监

督学习的特性，本文对模糊测试和变异测试技术进行了优化和集成，基于这一集成测

试框架提出了一套用于诊断和修复异常神经网络的方法，并将提出的技术与方法应用

于监督学习系统。针对无监督学习和强化学习的特性，本文分别设计并实现了相应的

变异测试方法，在实验中取得了很好的效果。

本文的第一部分针对监督学习系统，基于强化学习对变异测试和模糊测试技术进

行优化，并将优化得到的技术进行集成，提出了一个理论框架 RGChaser，用于生成高
质量的测试用例，通过变异测试自动生成符合预先定义目标的变异体，通过模糊测试

自动处理多样性目标并以较低开销生成测试用例。实验结果表明，与已有研究相比，这

一框架在生成目标测试用例和变异体方面均具有更高的效率和成功率。论文还提供了

一个基于 RGChaser开发的开源 GUI工具 RGCHASER，通过在实验中使用该工具分析
神经网络中潜在问题的根本原因，对其应用能力进行了验证。此外，论文提出了一套

基于测试对异常神经网络中的问题进行自动诊断并给出修复建议的方法 MRepair，可
以处理神经网络中损失震荡、收敛缓慢等各种常见问题。

本文的第二部分提出了一种针对无监督学习系统的变异测试方法 MTUL，在数据
和算法层面分别构建了相应的变异框架。对于聚类分析、生成对抗网络等无监督学习
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技术，该方法从数据和算法层面中的多个视角提出了一系列变异算子，定义了相应的

变异分数，并将MTUL与自编码器相结合，提出了一种构造对抗样本的新方法。MTUL
不仅能用于筛选高质量的测试数据，还能评估系统的稳定性和抵御风险的能力。论文

开发了一个嵌入了针对生成对抗网络的变异测试技术的开源 GUI工具MTGAN，以便
开发人员对生成对抗网络进行评估。

本文的第三部分提出了针对强化学习系统的变异测试方法。由于强化学习基于智

能体与环境的交互，对强化学习系统无法提供类似于监督学习系统或无监督学习系统

中的测试数据。该方法定义了一系列以元素级别算子和智能体级别算子为主的变异算

子，用于模拟强化学习系统可能面临的问题。本文从多个角度（例如探索-利用困境）考
虑变异算子的设计，以期充分覆盖潜在错误类型，提高变异算子集合的完备性，根据

强化学习的特点设计了专用的变异分数和变异测试框架。这一方法有望用于指导强化

学习系统测试环境的构建，揭示强化学习系统的潜在错误，并协助系统设计者构建更

符合预期性能的强化学习系统。

本论文的研究内容为面向机器学习系统安全保障的测试技术，涵盖了监督学习、无

监督学习和强化学习，优化了针对监督学习系统的变异测试方法和模糊测试方法，基

于此构造了一套可信性保障框架，为无监督学习系统和强化学习系统设计了专用的变

异测试方法，为机器学习系统的可信性、安全性问题提供了高效的解决方案，对机器

学习系统在安全攸关领域的应用及可信机器学习技术的发展有重要意义。

关键词：机器学习系统，监督学习，无监督学习，强化学习，变异测试，模糊测试
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ABSTRACT

Testing-based Machine Learning Systems Safety Strengthening

Yuteng Lu (Applied Mathematics)
Directed by Prof. Meng Sun

ABSTRACT

With the rapid development and popularization of artificial intelligence, machine learning
technique has been widely applied in various fields, such as pattern recognition, speech recog-
nition, machine translation, and more, achieving significant progress and breakthroughs. Its
performance can even surpass that of humans, bringing great convenience to human life. It is
particularly noteworthy that machine learning technique plays an increasingly important role in
safety-critical domains, including autonomous driving, facial recognition, and medical diag-
nosis. However, with the exposure of hidden risks represented by adversarial examples and a
series of heartbreaking accidents occurring frequently in safety-critical domains, people have
begun to question the ability of machine learning technique to provide the necessary levels
of robustness and security for its application in these domains. The lack of interpretability in
the decision-making process of machine learning systems has made this problem persistently
unresolved. Therefore, this thesis investigates methods to strengthen the safety of machine
learning systems using testing techniques such as mutation testing and fuzz testing, aiming to
provide a more solid trustworthiness guarantee for machine learning technique.

Mutation testing has been proven to be a mature technique for evaluating the quality of
testing data and identifying system defects; while fuzz testing is a testing technique for identify-
ing potential system vulnerabilities by constructing and executing test cases. These techniques,
based on the architecture and decision logic of traditional software, have achieved great success
in traditional software quality assurance. However, due to the fundamental differences in be-
havior and decision-making logic between machine learning systems and traditional software
systems, safety assurance techniques from the traditional software domain cannot be directly
applied to machine learning systems.

This thesis covers three important machine learning paradigms: supervised learning, un-
supervised learning, and reinforcement learning. According to the characteristics of supervised
learning, this thesis optimizes and integrates the techniques of fuzz testing and mutation test-
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ing, proposes an approach for diagnosing and repairing abnormal neural networks based on the
integrated testing framework, and applies the proposed techniques and approach to supervised
learning systems. In allusion to the characteristics of unsupervised learning and reinforcement
learning, this thesis has designed and implemented correspondingmutation testing approaches,
which have achieved promising results in experiments.

The first part of this thesis focuses on supervised learning systems, optimizes mutation
testing and fuzz testing techniques based on reinforcement learning, and integrates the opti-
mized techniques into a theoretical framework RGChaser to generate high-quality test cases.
RGChaser automates the generation of mutants that meet pre-defined targets through muta-
tion testing, and produces test cases with low overhead by automatically handling diverse tar-
gets through fuzzing. The experimental results demonstrate that the proposed framework has
higher efficiency and success rates in generating target test cases and mutants than existing
approaches. The thesis also provides an open-source GUI tool RGCHASER developed based on
RGChaser. The application capability of the tool have been validated in experiments analyzing
the root causes of potential problems in neural networks. Furthermore, the thesis proposes a
testing-based approach MRepair for automatically diagnosing and providing repair suggestions
for problems in abnormal neural networks, such as Oscillating Loss and Slow Convergence.

The second part of this thesis proposes a mutation testing approach MTUL for unsuper-
vised learning systems, which builds corresponding mutation frameworks at both the data and
algorithm levels. This thesis proposes a series of mutation operators for unsupervised learning
techniques, such as cluster analysis and generative adversarial networks (GANs), frommultiple
perspectives at the data and algorithm levels, and defines the corresponding mutation scores.
Additionally, a new approach for constructing adversarial examples is developed by combin-
ing MTUL with autoencoders. MTUL can be used not only to screen high-quality test data,
but also to aid in evaluating the stability and risk-resistance capabilities of systems. The thesis
develops an open-source GUI tool, MTGAN, that incorporates the mutation testing technique
for GANs, enabling developers to evaluate GANs efficiently.

The third part of this thesis proposes a mutation testing approach for reinforcement learn-
ing systems. As reinforcement learning is built on the interaction between an agent and its
environment, it is not possible to provide test data for reinforcement learning systems similar
to those for supervised or unsupervised learning systems. The approach defines a series of
mutation operators, primarily consisting of element-level and agent-level operators, which are
used to simulate the issues that reinforcement learning systems may encounter. This thesis
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addresses the design of mutation operators from various perspectives (𝑒.𝑔. the exploration-
exploitation dilemma), in order to comprehensively cover potential error types and enhance
the overall completeness of the mutation operator set. Furthermore, the thesis designs dedi-
cated mutation scores and mutation testing frameworks tailored to the unique characteristics of
reinforcement learning. The presented approach is expected to guide the construction of test
environments for reinforcement learning systems, reveal potential errors in such systems, and
assist system designers in building reinforcement learning systems that better meet expected
performance.

The research content of this thesis is focused on testing techniques for safety assurance of
machine learning systems, covering supervised learning, unsupervised learning, and reinforce-
ment learning. A framework for safety assurance of supervised learning systems is constructed
based on the optimization and integration of mutation testing and fuzz testing techniques. Ded-
icated mutation testing approaches are designed for unsupervised learning systems and rein-
forcement learning systems. The thesis provides efficient solutions to the reliability and safety
issues faced by machine learning systems, which is of great significance to the application
of machine learning systems in safety-critical fields and the development of trusted machine
learning technique.

KEYWORDS:Machine Learning systems, Supervised Learning, Unsupervised Learning, Re-
inforcement Learning, Mutation Testing, Fuzz Testing
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